
EXPRESS PENETRATION TEST

SCOPING FORM

Primary Point of Contact 
(PPoC) for Proposal

PPoC 
Email Address

PPoC 
Phone Number

Title / Role

Company Name

Billing Country

Billing Address

      1. Please provide the following essential information to prepare a proposal and ensure smooth 
communication. Kindly verify the accuracy of your contact details before submitting the form, as 
they are vital for our ongoing correspondence.
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Does the system to be tested
include any personal data? 

Please explain what type of personal data is included. Tick all the options that apply and explain what information 
is stored for each type of personal data you selected. 

Which categories of individuals' personal data are contained in the system to be tested? 

Government Identification Numbers (e.g. Social Security numbers, 
passport numbers, driver's license numbers)

Financial Information (e.g. Bank account details, credit card 
numbers, payment information)

Health Information (e.g. Medical records, health insurance details, 
information related to physical or mental health)

Biometric Data (e.g. Fingerprints, facial recognition data, other 
biometric metrics)

Sensitive Demographic Information (e.g. Race, ethnicity, sexual 
orientation, religious beliefs)

Other

As a company committed to GDPR compliance, we prioritise the protection of personal data. If the system to 
be tested contains any personal data, it is essential that we incorporate this information into the Data Proces-
sing Agreement (DPA) attached to the proposal you will receive from us. Accordingly, we kindly request that 
you carefully answer the questions below.

Important Remark: We strongly recommend that tests be conducted in a controlled testing environment using 
non-production data, as accessing real data is neither necessary nor aligned with the objectives of the test. 
This approach is especially crucial for systems containing personal data or any other sensitive data, as it 
minimises exposure to such data.

      2. Please complete this section regarding any personal data present in the system

Yes

Customers Employees Third Parties Others - Please specify

No



      3. Please select the type of testing you prefer

Information about the test types (tick the box):

       Black Box Testing: In black box penetration 
testing, the tester simulates an external 
attacker with no prior knowledge of the inter-
nal workings of the system. This approach 
aims to uncover vulnerabilities that an outsider 
might exploit, focusing on the system's functi-
onality from an external perspective. This type 
of assessment does not require any test 
accounts and credentials to be provided.

       Grey Box Testing: Grey box penetration testing involves a 
scenario where the tester has limited knowledge of the internal 
system, such as user-level access or partial documentation. This 
method combines the perspectives of an external attacker with 
some insider knowledge. It allows for a more targeted approach 
to uncover vulnerabilities and potential security gaps by levera-
ging an understanding of the system's architecture while still 
evaluating it as an attacker would. This type of assessment 
requires test account credentials to be provided prior to testing.

4. Please answer the scoping questions based on the type of system you want to have tested.

FOR WEB APPLICATIONS

1 - 25
26 - 50
51 - 100
101 - 200
200+

1 - 2
3 - 4
5 - 6
7+

Number of Dynamic Pages: Number of User Roles:

FOR MOBILE APPLICATIONS

1 - 25
26 - 50
51 - 100
101 - 200
200+

1 - 25
26 - 50
51 - 100
101 - 200
200+

Number of Screen: Number of APIs:

1 - 2
3 - 4
5 - 6
7+

Number of User Roles:

FOR NETWORK / INFRASTRUCTURE

1 - 100
101 - 255
256 - 500
500+

Number of IP Addresses:

5. If there is any other information you want to add, please provide below
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